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AnNnNapaTtHbIU KNIOY ayTeHTUUuKaumn
B 00NnauHbIX cpeaax



Kak nonyuuTtb naponb nonb3osarena?

duwKHr - Haubosee nonynAapHaA aTaKa Ha NOJIYYEHUA NEPCOHANbHbLIX AaHHbIX NO/b30BaTeNIEN
PUWNHroBble aTaku BbIpocan no cpasHeHmto 2018 rogom Ha 40,9%

84% aTak Obl10 HaNpPaBNEHHO Ha MNOJIYYEHUA YYETHbIX AaHHbIX
nonb3oBatenerm  ANS  PUHAHCOBBLIX, MOYTOBbIX, 0O6/AAYHbIX,
naaTeXKHbIX U SaaS-cepsncos

98% aTaK npowan 6e30nacHOCTb 3/IEKTPOHHOM MOYTbl OPraHnU3aunm
M Nonanu BO BXoAsAliMe cO0bLleHnA Nonb3oBaTesNA, HE COAEPKANU
BpegoHocHoro 10

B ocHOBHOM aTaku bblan HanpaBaeHbl Ha PUHaHCbLI, oTaensl HR u
3IEKTPOHHYIO KOMMEPLMIO

Otyet PhishLabs 2019 .

Cneuunanuctbl Google — Ha3Banu GULLKMHI cambiM ONACHbIM BUAOM aTaK
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Kak nonayuutb naponb nonb3osarena?

Brute Force naponeii u B310M CaiATOB C NO/1b30BaTE/IbCKUMM NAPOAAMM, LUNMUOHCKME NPOrpammbl

TON-10 Xyawwnx naponein 2019 r.

Maponb YacTtoTta ncnonb3oBaHUA
12345 2 812 220
123456 2485 216
1234567898 1052 268
testl 993 756
password 830 846
12345678 512 560

zinch 483 443
g _czechout 372278
asdf 359 920
gwerty 348 762

OTtueTt NordPASS, 2019 r.

Maponum

«password»
u«123456»
no-npe>xHemy oaHu
U3 CaMbiX

nonynspHbIX

Mapone

password

X3LW naponA, BeIYMCNEHHBIA NO PAZNWYHBIM ANTOPUTMAM

Adler32
CRC32
Haval

MD2

MD4

MD5
RipeMD128
RipeMD160
SHA-1
SHA-256
SHA-384
SHA-512
Tiger

Whirlpool

0f910374

35c246d5

2221b19499669a2da53c49caf3c5e5he
f03881a88c6e39135f0ecch0efd609b9
8a9d093f14f8701df17732b2bb182c74
5f4dcc3b5aa765d61d8327deb882cf99
c9ced316d6dc4d952a789fd4b8858ed7
2c08eB8f5884750a7b99f6f2f342fc638db25ff31
Sbaab1e4c9b93f3f0682250becf8331b7ee68fdE
5e884898da28047151d0e56f8dcs292773603d0d6aabhb
asbe4babd0aca®1a59bdbb7761b421d4f2bb38280d3a°
b109f3bbbc244ebB82441917ed06d618b9008dd09b3bel
d476a6b8b5c35ce912781497d02d09faeh8aa05a3489223f5

5b59c49bedcB8bch2as554a64c42eB859c6d43c5fbfedadcs
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3HaKoMble meToabl 2FA

1. OATH ayteHTUPUMKauma

2. SMS ayteHTUPUKayma

3. PKI ayTeHTUPUKayuma

.
SE736 O
~

123456
=

MNopBepkeHa PULLMHT aTakam

YyBCcTBUTENBHLI B BpEMEHU CUHXPOHU3auun TOTP
TOKEHbI UMeD OrPaHNYEHHbIN }KU3HEHHbIN LUK/
Moppep:kKa orpaHUYEHHOro Kos-Ba web-npunoxxeHui

NMoaBeprkeHbl atakam nogmeHbl SIM KapTbl
Cepbé3Hana ya3BMMOCTb NpoToKona SS7, OKC-7!!

MpobaemHas MHTerpauua

3aBMCUMOCTb OT LIeHTPa cepTUdPUKaLUi 1 LEHTPA perncTpaumn
OrpaHUYeHHbIN }XU3HEHHbIN LMKA cepTUdUKaTa

YcTraHoBKa gononHuTtenbHoro MO un gpaiiBepos
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FIDO — lNMpoTtokonbl u cTaHAapPTHI

FIDO — Fast iDentity Online (Ha ocHOBe OTPbLITOro NCXOAHOrO KOAa)
FIDO Alliance — pa3paboTka 1 cTaHAapPTM3aLUUA OTKPbITbIX CTAaHAAPTOB ANS ayTEHTUPUKAL MU
UAF — Universal Authentication Framework. Ctangapt FIDO gna 6ecnaponbHon ayTeHTUGUKALNN
U2F — Universal 2-Factor Authentication. CtaHgapt FIDO ana asyxdaktopHown ayteHTMdmnKaumum (CTAPL)
FIDO2 — HoBbi1 ctaHaapT FIDO ana WEB ayTeHTUdUKauUn:
CTAP1 — FIDO Client-to-Authentication protocol v.1*
CTAP2 — FIDO Client-te-Authentication protocol v.2*

WebAuthn —JS API| 6pay3epa, KOTOpbIN ONUCbIBAET MHTEPDENC ANA CO3AaHUA N YNPaBAEHUA YYETHbIMU
NAHHbIMU OTKPbITOTO K/AKOYa.

*CTAP — Habop NnpoTOKON0B HU3KOFO YPOBHSA A1 CBA3U C ayTeHTUMPuUKaTopamm yepes BLE / NFC / USB
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Kak paborae

T FIDO2

Roaming
authenticator

_

CTAP2
or
CTAP1

B ———

Browser

[ Client-side JS ]c

WebAuthN API in browser ]

[

4

-»[ Platform Auth API

!

Platform
authenticator

Client platform

WebAuthn
registration
and
authentication

= Server App
Library APIs
\ f J

External
metadata
services

|

User & Attestation
public key |  |verification

Attestation
trust store

Relying party

store

[e
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Bpay3epbl U KomnaHuu nogaep:xusatowui FIDO

s Lenovo (lnflneon amazon

Tech ology

BankofAmerlca = wnalta Daon A
FEITIANGoogle «» vascc> ARM

QUALCOIWV\
LINE f -
O VISA

ALLIA Ng)E RAON

I, ico ™ i poyres [l Srapics o
dOCOmO RS Microsoft 52/ §S§®
i N Alibaba Group i

nok, o ®
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Kak Bbirnagaar knouu 6esonacHocTH




MpumeHeHuUe kKnoua 6e3onacHocTu B Google akkayHTe

Google AkkayHT ® o

< [IByxatanHas ayTeHTUdUKaLuns

N EFO MOMHO WCMONb30BATH TaK e, KaK SNeKTPOHHbIE KNIOUW €
TexHonoruew Bluetooth nnm USB.

9neKTpoHHBIA KN4 (Mo ymonyanuwo) @

|g| MYDIDOKEY102001597 (epema nobaeneHua: 4 AHBaps, .
14:43) 4

[ata nocnegHero MCNonb3oBaHuA: 24 AHeapA, 20:18
Chrome gna Windows

|g| FIDO_NFC (pema poaenenus: 17 nioHa 2019 1.) rd

[aTa nocnegHero ncnonb3oeaHus: 2 gekatpa 2019 .
SM-M307FN

[NOBABWTL 3NMEKTPOHHBIA KNIOY
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MpumeHeHuUue Knoua 6esonacHoctTu B Facebook

&« c 0O & facebook.com/checkpoint/?next=https%3A%2F%2Fwww.facebook.com%2Fpublic%2FFacebook-Faceebook-Facebook * o 2 R o :

E Butpukc2dMetwork 24 CRM_DWS =. Bwog & Office 365 & Google Bce HosocTH Yepan.. 3 earth-chronicles L. @ Mepesogunk Google @ Paforaw ofyuehue.. @ ObuumansHbii cai.., » Apyrue saknagr

e

facebook f o

TpeGyeTca 4 facebook.com: BX0A € MOMOLLbH) 3NEKTPOHHOTO KAKua

BCTaBbLTE 3NEKTPOHHB F KIHOY 1 HaXMuTe KHOMKY H3 HEM.

Ormena

Use a different method.
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MpumeHeHue knova 6esonacHocTu B Microsoft AZURE AD

[ £\ Authentication methods - Authe: X

&« (&) 0 & portal.azure.com/?I=en.en-us#blade/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/AdminAuthMethods

@ AiWatch Hub 3) ManageEngine...

Microsoft Azure P search resources, services, and docs (G+/)

Home > OOO "WT flsHa” > Security > Authentication methods - Authentication method policy (Preview)

ManageEngine Des... @ ADManager Plus  (4) vSphere Web Client @ Transmission WEB... @ PortableApps.com

& Quarantine - Securi...

B Signinor Register|.. M8 Haxoaouxn TOM 2.

). Authentication methods - Authentication method policy (Preview)

#1000 "WT Naug’ - Azure AD Security

|<(

Manage
» Authentication method policy (...

Password protection

f Reset

o Click here to enable users for the enhanced registration preview. —

fr @) incogrito

@ Mifi nnar - Digital... » Other bookmarks

den@itland.com.ua
000 "WT MBHA

Configure your users in the authentication metheds pelicy to enable passwordless authentication. Once configured, you will need to enable your users for the enhanced registration preview so they can register these authentication methods and use them to sign in.

Method Target
FIDO2 Security Key 1 user

Microsoft Authenticator passwordless sign-in

FIDO2 Security Key settings

BN Eh

ENABLE TARGET

P

.
No ) (Al users

Enabled

USE FOR: Add users and groups

* Signin
® Strong authentication

Name Type
Alexander Khomutav User
Denis-Admin User

Registration

GENERAL

Allow self-service set up
[ ves No )
L

Enforce attestation

Yes No

KEY RESTRICTION POLICY

Enforce key restrictions
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N o6aButb KAOY 6€30NaCHOCTU B NIUMHOM aKKayHTe

Add a method

Which method would you

Security key

ike to add

Security key

) USB device

NFC device

Identity IT Pro

E Choose the type of security key that you have.

Cancel

My Profile

82 Overview

A, Security info
E=3 QOrganizations
L Devices

B Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

~+ Add method

% Phone +1 1234567390 Change
©  Microsoft Authenticator X000
El Security key Security Key1

Delete

Delete

Delete ~
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NMpoussectu HacTpouku na sawem MK

Settings — O = <« Settings — O 'Y
@ Home About ) Home Access work or school
- - Rename this PC . ] i i .
Find a setting pel Find a setting L Get access to resources like email, apps. and the network. Connecting
means your work or school might control some things on this device,
S Accounts such as which settings you can change. For specific info about this,
ystem ask them.
Windows specifications B
L1 Display A= Your info + Connect
Edition Windows 10 Fro
) Sound Version 1909 E Email & accounts
Installed on 519/2020 .. Connected to OO0 "MT Nana™'s Azure AD
o - ) . Connected by den@itland.com.ua
D Motifications & actions QS build 18363.592 CE Sign-in options
< Settings _ - % B2 Access work or school Related settin gs

Add or remove a provisioning package
,Q+ Other users

@ PrOViSiOF\ing paCkagE‘S Export your management log files

Sync your settings

Q

Set up an account for taking tests

Packages
Enroll only in device management

Provisioning packages help set up your device for work or school.

Add a package
+

‘t_:‘l FidoZ_enable
L= 2/20/2020 313 AM
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Pe3synbrat. BecnaponbHana ayteHTuuKkaumm nonb3oBarens

R

Denis-Admin
f

Insert your security key into the USB port to sign
in.

ign-in options

Qg
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Kniou 6e3onacHOCTU B KOPNOpaTUBHbDIX Cpeaax

=
L
) 4
Network| VPN | Firewalls
Cisco
Fortinet
Watchguard

Palo Alto Systems
Pulse Security
Net Motion

dpyrne

Linux Systems

RedHat
CentOS
Ubuntu
IBM AIX

Opyrvie

\V

GREEN Radius

Windows Systems

Windows 10

ADFS
Desktop u RDP

Web Applications
* PHP

Python

Java

.NET

Apyrne

[z

Windows Server 2016
Windows server 2012 R2
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CNACUBO!

[lpurnawaem Bac NOCETUTL Ha Hall CTeHA

www. datawaysecuriy.com.ua
info@datawaysecurity.com.ua
Ten.: 044 501-1151



